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Ministry of Interior
Ajman police G.H.Q

Date: 14/11/2011G
Corresponding to: 13/ Safar/1438AH
Administrative Resolution No. 282 of 2016G
On Executive Regulations of Emiri Decree No. (12) of 2011G and No. (7) of
2016G

e The General Commander:

e Pursuant to Emiri Decree No. (12) of 2011G on Security Electronic Link of
Important Establishments in the Emirate and to:

e Emiri Decree No. (7) of 2016 on Regulation of Trading and Usage of
Building Control Devices and Equipment in Ajman,

e Having taken cognizance of:

e Administrative Resolution No. (164) of 2016G, on Security Electronic Link
of Important Establishments in the Emirate,

e Administrative Resolution No. (206) of 2016G, on Formation of Special
Committees for Follow Up of Regulation of Trading and Usage of Buildings
Control Devices and Equipment (Your Protection),

e Administrative Resolution No. (263) of 2016G, on Formation of a Joint
Committee for Follow Up of Regulation of Trading and Usage of Ajman
Building Control Devices and Equipment,

e Administrative Resolution No (276) of 2016G, on Executive Regulations
Regulating Trading and Usage of Ajman Building control Devices and
Equipment,

e In accordance with article No. (7), which authorizes me to issue executive
regulations and resolutions regulating terms and specifications of important
establishments related to Emiri Decree No. (12) of 2011G; along with
requirements, procedures and mechanisms of electronic link subject to the
highest security standards and technical specifications applicable in this

field:; in a manner which achieved the desired aims.
1
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e Under article No. (8), which authorizes me to issue executive regulations and
resolutions to enforce their provisions along with provisions of Emiri Decree
No. (7) of 2016G; provided that they include identification of security
activities that may be practiced in the Emirate by private sector
establishments, the security requirements for practice of those activities, the
legal duties and professional ethics of security service providers to be
licensed, means of control of their businesses and professional services,
along with identification of the security and technical specifications of
different types of buildings subject to this decree, identification of technical
specifications and security standards which shall be fulfilled by security
control equipment and devices, identification of records to be available at all
times with providers end users of security services as the case may be, in
addition to data and information which shall be recorded in those records and
other matters related to security services and to trading and usage of security
control equipment and devices in the emirate as appropriate to achievement
of the desired objectives of this decree.

e For public interest,

e It was resolved as follows:
First: Approval of executive regulations for:

1. Emiri Decree No. (12) of 2011G on Security Electronic Link of important
Establishments in the Emirate, and

2. Emiri Decree No. (7) of 2016 on Regulation of Trading and Usage of
Building Control devices and Equipment in Ajman.

Second: Assignment of Electronic Services and Communications Department to
publish a declaration of both regulations on web gate.

Third: Assignment of Media and Public Relations Department to publish the
regulations on Social Media.
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Fourth: Enforcement of Administrative Penalties and Fines to any important
establishment declared as violating provisions of Emiri Decree No. (12) of
2011G by the competent department.

Fifth: Violations stipulated in particular in violations and fines statement
attached to Emiri Decree No. (7) of 2016 shall be identified and established.
The local fine stipulated for each violation shall be enforced, collected and
disposed of pursuant to financial regulations and to the procedures applicable at
government of the Emirate.

Sixth: Terms and conditions shall be applied pursuant to appendices of the two
regulations.

Seventh: This resolution shall come into force from the date thereof.

Allah is Grantor of Success,,

Brigadier General/ Sultan Bin Abdullah Bin Sultan Al Noaimi
The General Police Commander

[Signature]

e 45788- 06/11/2016
8001002- 05/01/2017
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Executive Regulations

Of Emiri Decree No. (7) of 2016 on Regulation of Trading and
Usage of Building Control devices and Equipment in Ajman
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Clause I: Definitions and Interpretations

Display vision: The general appearance taken by the camera.

Differentiation vision: The vision through which a person is differentiated
from another. Such image results from body vision with a
percentage of 50% for vision size display.

Body vision: Seeing the size of body of a man whose length is 1.60m
along the display.

Recognition vision:  The vision through which any person may be recognized
through seeing 120% of the body at the display.

Plate vision: The vision through which the type of the vehicle and the
numbers on the plate are recognized.

Competent authorities: The General Directorate of Police Operations in
Ajman Police G.H.Q.

Building or premises: Any property of whatever specifications or
components used for residential, commercial or industrial
purposes in the Emirate. This definition doesn't include
any property for which a written resolution is issued by
the General Police Commander with effect of its
exclusion from provisions of this decree; whether,
permanently or temporarily.

Security control equipment and devices: any cameras, equipment, or other
similar devices or electronic system which includes a
number of equipment and devices through or by which
audio or visual security control is made inside or outside

any building subject to provisions of this decree or used
5
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for monitoring and recording movements of people and
vehicles of whatever type; inside or outside of the
concerned building or inside any specific part thereof.
Such statement includes any electronic system or devices
or equipment used for linking of equipment and devices
of security control inside the building to the security
network.

Security services: Any services related to sale, purchase, trading,
installation, operation or maintenance of any security
devices or equipment submitted by any artificial person
in the Emirate to third parties against a material
consideration.

Security activity: Any professional or craft activity related to installation or
maintenance of security control devices and equipment;
practiced by any artificial or natural person in the
Emirate.

Security service provider: any company or institutions engaged in the activity
of sale, purchase, installation or maintenance of security
control equipment or devices in the buildings of the
Emirate.

Security service user: The concerned building owner, investors and
developers.

Security records: The records required to be available, at all times, with

providers and users of security services, as the case may
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be under a written resolution to be issued by police
commander.

Security specifications conformity certificate: The certificate issued by the
competent department annually for owner of the building
subject to provisions of Emiri Decree No. (7)/2016;
which emphasize that the concerned building  fulfills
the technical and security terms and conditions required

for protecting the building from any expected security

risks.
CCTV: Closed Circuit Television.
DVR: digital Video Recorder.
NVR: Network Video Recorder.
ANPR: Automatic Number Plate Recognition
Network: The Internal Network for Linking to or more Devices.
AHD: Analog High Definition for Differential Cameras.
IP66: A World Standard Used in All Electronic Devices for

Evaluation of Quality and Sensitivity of the device
against dust, water and heat.

MP: Measurement Parameter of Image Capacity or Unity.
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Clause I1: General Technical Specifications and Conditions of Recording
Devices
First: General Technical Specifications of Recording Devices:

A. General Technical Specifications of Recording Devices

1. The used digital recording devices shall be approved by the competent
authority.

2. The device or operational program thereof shall have ability to recover
recording and copies with a high value of videos.

3. The device capacity to display live events shall be with a value of no less
than 25 photos per second.

4. The device shall have network linking option.

5. The device shall support recording with a quality of no less than 25 photos
per second for each camera with a high recording accuracy.

6. The device shall include (continuous, movement and warning) recording
option.

7. The device shall have option for display of time and date on videos.

8. The device shall have option of search by time and/ or date for every camera.

9. The device shall include automatic recording option if restarted.

10.The device shall be able to make its own browser to display videos taken
from it if it is not possible to display them using other different display
programs.

B. Conditions on usage of digital recording devices by security services
users:

1. Recording devices shall be kept in a clean and secure environment.

2. All cameras in the recording device shall be numbered according to the plan
approved by the competent authority.

3. Security records of all maintenance and cleaning processes of the device
shall be kept and shall include all acts and doers along with time and date
and with signature of the competent signatory at security service provider.

4. The time and date of digital device shall commensurate with the real time
and date.
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5. If the digital recording device is linked to the internal network, such network
shall be private and independent.

6. A person specialized in the usage and operation of the device, copying
videos shall be responsible for continuous follow up of device operation and
shall inform the company with which the contract is made in case of any
disorders.

7. No recording may be copied or extracted without approval of the competent
body.

8. The device shall be prepared to keep digital registration for no less than 31
days for all cameras.

9. The device shall be set to continuous recording position with no less than 10
photos per second for each camera and to movement recording position with
no less than 12 photos per second for each camera under approval of the
competent body.

Second: General Technical Specifications and Conditions for Surveillance

Cameras:

A. General Technical Specifications for Surveillance Cameras

1. AHD with no less than 1.3MP in the digital system.

2. Socks for external cameras must be used with no less than IP 66.

B. Conditions on usage of surveillance cameras:

1. A camera shall be used for the following locations with distinguished
options:

Sr. Location Option

1 | Location of different contract lighting intensity | BMB-WDR-SDR

2 | Location at which lighting differs according to | Auto Iris

time

3 | Location at which lighting is transferred into | Day& Night

dimness or semi dimness

4 | Location at which lighting is totally and quickly | AED or BLC

changed

5 | Location at which lighting is week or absent IR
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2. An outline shall be provided to state locations and numbering of all cameras,
in addition to related digital recording device.

3. Internal and external cameras of the building shall be cleaned periodically to
ensure image clarity at all times.

4. Cameras which include option of movement and/ or zooming may not be
used in private places unless after getting approval of the competent body.

5. Latent or non apparent cameras may not be used.

6. External cameras which extent exceeds limits of the building may only be
installed after approval or under instructions of the competent body.

7. Connection wires of cameras shall be of high quality specifications.

8. Power connection wires shall be appropriate and with high quality and shall
be extended inside metal tubes in reachable or apparent areas.

Third: Technical conditions and conditions on usage of displays and

surveillance rooms

1. Displays shall not be less than 24-Inch for display of multiple or sequential
cameras with a maximum limit of 16 cameras per each display.

2. Area of surveillance rooms shall be appropriate with number of cameras and
area of establishment.

3. Room shall be secured and no one other than permitted persons shall have
access therein.

4. A warning signboard shall be fixed to prevent entry of non concerned
persons.

Forth: Conditions related to security services providers

1. Initial approval of the competent body in General Headquarters of Ajman
Police shall be obtained before allowing the service provider to obtain
approval on practice of the required activity in the emirate.

2. The service provider shall have valid trade license in the emirate along with
initial approval of the competent body.

3. Security service providers shall have employees; holders of training courses
certificates in the field of security systems; issued by bodies certified in the
country.

10
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4. Services provider shall have a technical engineer to supervise installation,
operation and maintenance.

5. Service providers shall have no less than 2 specialists in installation
operation and maintenance of security systems.

6. The General Police Commander may exclude any provider from those
conditions as he deems appropriate.

7. The service provider shall abide by renewal of annual security approval from
competent authority.

8. Service provider shall abide by continuous operation of the entire
surveillance system within the period of maintenance contract.

9. The service provider shall guarantee response to disorders notices in the
possible speed within no more than 12 hours.

Fifth: Conditions related to service users:

1. Service users shall obtain and renew a conformity certificate with security
specifications. Such certificate shall be obtained annually by the
competent body.

2. Service users shall have a valid maintenance contract which shall include
no less than 4 visits a year.

3. The service provider shall be notified in case of any notices that may
have impact upon surveillance system through "for your protection
system".

4. Surveillance cameras shall be cleaned to ensure permanent clear image.

5. A signboard shall be fixed to indicate that the building has surveillance
cameras approved by the competent body.

6. The signboard shall be fixed in an apparent place seen to the public.

7. The signboard shall be 50cmx 70cm.

11
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Clause I11: Security systems of Buildings of Premises

First: Security system of residential, commercial and industrial buildings

and premises

First: The second general clause on general technical specifications and

conditions of recording devices shall apply.

Second: Technical requirements of TV. Surveillance System.

1. Colored fixed camera shall be installed and distributed as follows:

1.
2.

On the entrances and exits of the establishments for ANPR.

At internal and external car parking spaces, at measurement for view of
number plate.

Inside all buildings entrances where persons image shall be within the
limits of recognition vision 0 120% .

Inside lifts, within the limit of recognition vision of 120%.

At all emergency exits of all floors within the limit of recognition vision
of 120% .

In all corridors of floors with a total coverage within the limit of
differentiation vision of 50%.

On the perimeters of the entire establishment within the limits of
differentiation vision of 50% (IR)

At entrances and exits of the roofs within the limits of recognition vision
of 120%

On the table of cash fund within the limit of recognition vision of 50%.

12
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Second: Services Fees Statement
Sr. | Statement Fee/AED Notes

1 |lIssuance of conformity certificate to security 500 Annually

specifications of new or existent buildings

2 | Issuance/ renewal of security approvals only for| 2000 | Annually
practicing activity of trading in alarm and

surveillance devices and equipment

3 |lIssuance/ renewal of security approval for| 2500 | Annually
practicing activity of trading in security devices and
equipment with activities of installation and

maintenance.

4 | lIssuance/ renewal of security approval for| 2000 | Annually
practicing activity of consulting activities and

studies related to buildings security.

5 |lIssuance/ renewal of security approval for| 2000 | Annually
practicing activity of center of security processes

and surveillance inside the same building.

6 |Issuance/ renewal of security approval for 100 Annually

practicing activity of maintenance of security

devices and equipment only.

13
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Third: List of violations and fines

Sr. Statement Category of violation Fine/ AED
1 | Engagement in activity without | First 6000
getting approval of the competent | Second: after a month 12000
department of the first violation
Third: after a month of 18000
the second violation
2 | Engagement of a security activity | First 1000
with invalid approval of the|Second: after a month 2000
Competent Department of the first violation
Third: after a month of 3000
the second violation
3 | Employing a person by a licensed | First 1500
establishment for performance of a | Second: after a month 3000
security work without approval of | of the first violation
the competent Department Third: after a month of 45000
the second violation
4 | Failure to comply with conditions | First 4000
and procedures of  security | Second: after a month 9000
approval issued by the competent | of the first violation
department Third: after a month of 15000
the second violation
5 | Using surveillance, recording or | First 10000
eavesdropping devices illegally Second 15000
Third 2000

14
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6 | Service provider's provision of | First 2500
incorrect data or information to the | Second: after a week of 5000
competent department the first violation

Third: after a week of 7500
the second violation

7 | Service user's provision of | First 2500
incorrect data or information to the | Second: after a week of 5000
competent department the first violation

Third: after a week of 7500
the second violation

8 | Service user's failure to update its | First 1000
data and information Second: after 24 hours 2000

of the first violation
Third: after 24 hours of 3000
the second violation

9 |Display, sale or import of|First 10000
prohibited or non licensed devices | Second: as per the visit 20000
or equipment Third: as per the visit 30000

10 | Failure to execute or violation of | First 2500
any resolution issued in writing by | Second: as per the visit 5000
the competent Department Third: as per the visit 7500

11 | Failure to write or maintain | First 1500
security records Second: as per the visit 3000

Third: as per the visit 4500

15
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12 | Any act contradictory to ethics of | First 4000
profession and of functional honor | Second: as per the visit 5000
Third: as per the visit 8000

13 | Violation or failure to abide by | First 2500
security and safety procedures in | Second: as per the visit 5000
the building. Third: as per the visit 7500

14 | Negligence and omission of | First 1000
security  service provider in | Second: as per the visit 3000
provision of professional services. | Third: as per the visit 4000

15 | Negligence and omission of | First 1000
security  service provider in | Second: as per the visit 3000
provision of required security | Third: as per the visit 4000
services.

16 | Failure to abide by any written | First 1000
undertaking presented to the | Second: as per the visit 2500
competent department on time. Third: as per the visit 5000

17 | Failure to renew conformity | First 1000
certificate of security | Second: after fifteen 2000
specifications and conditions for | days of the first
the building after fifteen days from | violation
the date it is expired. Third: after a month of 3000

the second violation
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